NOMADIX

Purpose: To enable the NSE to respond to Smart Client and GIS Client
authentication.

Step 1: Enable AAA Internal Web Server and Smart Client and GIS Client Support

@ Internal Web Server

SSL Support I Enable
Encrypt only Sensitive Data ¥ Enable
Note: To enable. make sure your license includes SSL support and you have all the certificate files on the flash.
Certificate DNS Mame Issl cerificate.com
Portal Page Il Enable
Portal Page URL |
Parameter Passing " Enable
Parameter Signing
Method @ None € HASH-CRC32  HMAC-MDS
Parameters Cul CmA RN T PORT C SIP
Shared Secret I— (write-only)
Manual Passthrough Address " Enable
Partal XML POST URL |
Portal XML Post Part o
Supports GIS Clients W Yes
Block WS Login Page T Yes
Usemnames ¥ Enable

Note: Usernames option is enabled if any of the following are true: Relogin After Timeout, Relogin after Migration. XoverY billing. or Group Accounts.

New Subscribers ¥ Enable
Relogin After Timeout I Enable
Credit Card Senice I Enable
Credit Card Server Im
Credit Card Server URL |hrtps Jlsecure authorize.net/gateway/transac

Credit Card Server IP |B4.5\4.'I'IB.BB
Merchant ID Inomadixz

Use NSE's hostname and I Enable
DNS domain name

Authorize net:

SIM Compliant ¥ Enable

Change Transaction Key I
Verify Transaction Key I

Chainfusion:
Credit Card Transaction Time |3 minutes

Smart Client Support ¥ Enable

Note: To enable. make sure your license includes Smart Client support.
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Step 2: Create Radius settings
a) Add a Radius Service profile

Realm-Based Routing Settings

Mo EADITS service profiles are defined.

Add RADIUS Service Profile

Unique Name: |testradius |

Authentication
Enable RADIUS Authentication Service

EADITS Service Profiles (up to 10 may be created)

- Clck here to add a new BADIUS sernice profile.

Protocol: PAP =

Primary  IP/ DNS: [10.10.10.10 | Port: [1812 | Secret Key: [secret
Secondary IP / DNS: | | Port [0 | secret Key- |
Accounting

Enable RADIUS Accounting Senice

Primary IPIDNS:|1D.1D.ID.1G | Port: |1313 | Secret Key: |SEC“3t
Secondary IP / DNS: | | Port [0 | Secret Key- |

Retransmission Options
Retransmission Method- Failover & Round-Robin - €

Retransmission Frequency: (seconds)
Retransmission Attempts: (per server)
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b) Set Radius Client Settings

For the Routing Mode select Fixed.
For the Default RADIUS Service Profile, select the one you just created from the drop
down list.

RADIUS Client Settings

Server Selection and Communication
Default RADIUS Mode:  Disabled © Realm-Based 0 Fixed &

Default RADIUS Senvice Profile:

Reboot required to put changes of the following two parameters into effect.
Local Authentication Port D (0 means port number will be selected dynamically)
Local Accounting Port D (0 means port number will be selected dynamically)

[ Later login supersedes previous

Miscellaneous Options

Default User Idle Timeout: (seconds)

il

User Login Retry Timeout: (seconds)

[ Enable Automatic Subscriber Reauthentication

[T Enable URL Redirection

[ Send NAS identifier
MNAS identifier: AGE000

Send NAS IP

7 Send NAS Port type
MNAS Port Type:

[ Send Framed IP

[ Enable Termination-Action Radius Attribute

[ Enable Session-Terminate-End-Of-Day When Authorized

[T Enable Byte Count Reset On Account Start

[ Enable Radius Subnet Attribute

[ Enable Goodbye URL

[ Enable Forgot your Password

'

Forgat your Password URL:
(Mote: This URL will be added to the passthrough address list)
[J Enable RADIUS Based WAN VLAN  MNote: WAN 802.1Q headers for subscribers must be enabled in the Location page for this setting to be effective
[T Enable user session time adjustment for NSE down time
[ Enable charging for idle time
[T Enable RADIUS QoS Paolicies

Note: When connecting to a roaming provider such as Ipass or Boingo, you will need to
enable the Realm Routing Policy for the provider as well as configure the radius server
settings for the policy. The roaming provider should provide you with the radius server
details.
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The User Experience
IPass Client

Step 1: Selecting the proper location.

rj iPassConneckt
Options  Bookmarks  Help

Mu:u:leml SO “ireless Broadband |Wired EBroadband | Home Ern:nau:ll:nar‘u:ll

=101 =

— Location

YOUR Country ILlniteu:I States

=

internet

PASSPORT

Access. Anywhere,

State I j
.| = PR

Clear | im-

— Phone Eoolk,
WEP must be dizabled.

City | Lozation :l
Midwest City Harmptan Inn Edmand
milford Tage Ihn kilford
Milwaulkee Wiandham Miwaukee Center —
Minneapolis Minneapoliz S5t Paul Arport Concourse C [Gates C-1 b
Minneapoliz Minneapoliz 5t Paul Arport Concourse [
Minneapoliz kinneapolis 5t. Faul Arport Concourse E | _ILI
4 [

Add Bookmarlk. |

Connect I E it | Help |
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Step 2: Enter Login information.

Ilzer Info I

— Intermet Login

|lzemarme Damain
Iipassuser (3 Inu:umadi:-:.u:u:um
Paszward

E 444

I 1 ™| Save Password

k. I Cancel Help

Confirmation that the IPass client is running.

PR 2s3em
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GRIC Client

Step 1: Enter Login information.

Login Properties x|

ACCess | F'r-:ugramsl Timeu:uutl Perzonal Firewall Settingsl

— Metwork, Login [nformation

e Inu:umadi:-:.u:u:um

Login [D:

Pazzword: I

¥ Save pazsword at exit

(1] I Cancel Apply
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Step 2: Select Location.

Login Properties _- El

Access | F'r-:ugramsl Timeu:uutl Ferzonal Firewall SEttingsl

— Metwark, Lagin [nfarmation

e Inu:umadi:-:.u:u:um

Login [D:

Pazzwaord: I

¥ Save pazsword at exit

(] I Cancel Apply
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Step 3: Confirmation that the Login was successful.

Wireless Login from Westlake Yillage, CA, USA/Nomadix 1 : i[

G R{I’C_ o

Phonebook | Downloads | Custorner Care | Contact Us | Mermber L

Company Info Products & Services TierOne Network Partners & Customers Investor Relations

Company Suverdiew

Webcast

Stock Quote

3 %
g oo o i 3 SEC Filings
Applications Mobf,'e Oﬁ'}ce Press Release Request [

Annual Reports

Printed Materials
Investaor FAQ:

TierOne GRIC's Vision Latest News
ATET Enhances Dial Internet
A GRIC's wizion iz to pull together eszential elarments raking Access with Extended
the mobile office possible — connecdtivity options, Foarning
ACL applications and security, access client software, and
retwork ranagerment services — and deliver therm 2z one GRIC CED Sayvs Broadband
integrated solution — the GRIC MobileOffice, Wireless Has A Bright Future

Snce Access Improves In
Churchill Club Address

Pariners —
— "
Zmpowering GRIC Bests First Call
=~ ; . = Estirnates for 1st Quarker Met
wehex —"the mobile office Sign Up Locc Fer Shara

Mare Press Releases
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Boingo Client
Step 1: Launch the Boingo Client.

My Boingo  Dekails  Help

BOING OJ Available Signals

WIRELESS

Available Signals

Strength

Find A Location ; III

The Boingo Wireless signal is available, IIIII

aould vou like to connect? IIIII
=1 [ []]

L
| |

Boingo Account

Mot Connected _
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Change User...

Password

Step 3: Confirmation that the Login was successful.
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My Boingo  Detaills  Help

BOINGOJ

WIRELESS

Available Signals

Signal Marne Strength
Find A Location i Boingo Wireless EEE

W I R) nomadixzooz & EEEEH
(" CoMHECT nomadix-proxim-hotspot HEHEE
(" CoNMECT nomadix-agere-hotspot-1000 EEEE
ST default
IR AP-2000-Testlab_a EEH

Connected to Boingo Wire

How to enable the NSE to respond to Smart Client and GIS support v7.0.030 11



